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To  meet  the  U.S.  National  Military  Strategy  and  Joint  Vision 
2010  requirements  for  battlespace  awareness  and  battlespace 
knowledge,  we  should  establish  a  Joint  Project  Office  for 
Battlespace  Awareness/Knowledge.  This  Office  should  assume 
responsibility  for  breaking  the  paradigm  of  stovepiped  system 
development  and  data  management  within  the  Services  and  the  DoD 
Combat  Support  Agencies.  Commercial  mission  partners  will 
ultimately  provide  the  required  technology.  By  2010,  DoD  will 
need  a  central  data  warehouse  to  provide  the  warfighter  with  an 
awareness  product.  A  Defense  Technical  Services  Agency,  carved 
out  of  current  intelligence  combat  support  agencies,  is  a  viable 
solution.  Today,  DoD  should  focus  on  establishing. the 
requirements  and  doctrine,  training  leaders  and  user  personnel, 
and  developing  the  organizational  structure  to  facilitate  the 
achievement  of  dominant  battlefield  awareness  by  2010. 


Ill 


IV 


TABLE  OF  CONTENTS 


ABSTRACT . HI 

PREFACE . VII 

LIST  OF  ILLUSTRATIONS . IX 

LIST  OF  TABLES . XI 

ACHIEVING  STRATEGIC  BATTLESPACE  AWARENESS  .  1 

The  Goal :  Dominant  Battlespace  Awareness  .  1 

The  Requirement  for  Battlespace  Awareness  . 2 

The  Example  of  Desert  Storm . 4 

The  Digital  Solution  . 6 

The  Technological  Challenge  .  8 

Achieving  a  Near  Term  Capability . 18 

The  2010  Solution . 24 

Towards  Dominant  Battlespace  Knowledge  .  25 

CONCLUSION . 27 

APPENDIX . 29 

ENDNOTES . 31 

BIBLIOGRAPHY  .  37 


V 


VI 


PREFACE 


The  organization  I  directed  from  1995  to  1997  had  the 
mission  of  providing  national  imagery  support  for  the  U.S.  Army. 

I  participated  in  numerous  efforts  during  this  period  to  deploy  a 
basic  battlespace  awareness  capability  for  the  field  army, 
merging  imagery  and  topographic  data.  I  observed  numerous 
contractor  demonstrations  that  were  ultimately  lacking  in  the 
ability  to  rapidly  update  the  situation  in  a  particular 
battlespace  and  provide  precision  locations.  During  this 
assignment  I  became  convinced  that  a  centralized  effort  was 
needed  to  meet  the  challenge  of  providing  battlefield  awareness 
to  the  warfighter,  a  position  I  argue  for  strongly  in  this  paper. 
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ACHIEVING  STRATEGIC  BATTLESPACE  AWARENESS 


If  you  have  all  the  knowledge  on  the  large  battlefield 
and  the  enemy  does  not,  then  you  have  Dominant 
Battlefield  Awareness.  In  that  case,  you  win. 

Admiral  William  A.  Owens,  former  Vice  Chairman,  JCS 


The  Goal:  Dominant  Battlespace  Awareness 

By  2010,  a  major  Department  of  Defense (DoD)  goal  is  to  know 
with  certainty  where  enemy  and  friendly  forces  are  within  a  given 
battlespace.  The  term  for  this  capability  is  Dominant 
Battlespace  Awareness (DBA) .  Former  Vice  Chairman  of  the  Joint 
Chiefs  of  Staff,  Admiral  William  Owens  has  stated  the  need  most 
succinctly.  He  predicts  that  by  2010  within  a  battlespace  200  by 
200  miles,  warfighters  must  know  almost  everything  that  matters 
to  achieve  dominance.’  Advanced  sensor  and  information  fusion 
will  provide  near-perfect,  real-time  discrimination  between 
targets  and  nontargets. ^  At  present,  the  Services,  DoD's  Combat 
Support  Agencies^,  DoD  research  centers,  and  a  host  of  ' 
contractors  are  independently  pursuing  the  "Awareness  Grail," 
spending  vast  amounts  on  various  demonstration  programs.'*  To 
achieve  this  battlefield  awareness  objective  within  a  limited 
budget,  however,  DoD  should  now  assign  one  executive  agent  for 
this  mission  and  begin  reorganizing  its  information-related 


Combat  Support  Agencies  to  meet  the  2010  Dominant  Battlefield 
Awareness  goal . 

The  Requirement  for  Battlespace  Awareness 

Preparing  for  the  future  is  the  third  leg  of  the  National 
Military  Strategy;  Joint  Vision  2010  establishes  the  concept  of 
U.S.  dominance  of  the  future  battlefield.^  A  basic  assumption  of 
Joint  Vision  2010  is  that  enhanced  command  and  control,  improved 
intelligence,  and  other  applications  of  new  technology  will 
transform  the  traditional  functions  of  maneuver  and  strike  into 
new  operational  concepts  of  dominant  maneuver  and  precision 
engagement . * 

The  Quadrennial  Defense  Review  identifies  the  key  to  future 
success  for  U.S.  forces  as  development  of  an  integrated  "system 
of  systems,"  linking  intelligence  collection  and  assessment, 
command  and  control,  weapons  systems,  and  support  elements  to 
achieve  battlespace  awareness.^  A  standard  command,  control, 
communications,  computers,  intelligence,  surveillance,  and 
reconnaissance (C4 I SR)  architecture  is  envisioned  to  detail  where 
enemy  and  friendly  forces  are  within  a  particular  battlespace. 
C4ISR  has  thus  emerged  as  the  way  to  achieve  battlespace 
awareness.* 
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Achieving  this  level  of  awareness  will  require  the  total 
integration  of  the  vast  amounts  of  data  available  within  the  DoD 
Information  Infrastructure (DII) It  will  also  necessitate  the 
deployment  of  new  technology,  such  as  wide  area  surveillance 
sensors,  automated  decision  making  tools,  and  communication/ 
dissemination  links. 

Currently,  the  battlefield  commander  and  his  staff  find 
themselves  awash  with  data- -overwhelmed  by  the  information  flow. 
For  the  past  twenty  years,  each  Service  has  spent  billions 
developing  automated  command  and  control  systems  to  assist  the 
warfighter  in  managing  the  data  flow.  Table  1  lists  the  major 
Service  sys t ems . 


Army: 

Air  Force : 


SERVICE  AUTOMATED  COMMAND  &  CONTROL  SYSTEMS 

Standard  Theater  Army  Command  and  Control 
Sys tern ( STACCS ) 

Joint  Operational  Tactical  System (JOTS) 
Contingency  Tactical  Air  Control  System  Automated 
Planning  System (CTARS) 


Marine  Corps:  Marine  Air  Ground  Task  Force  Command,  Control, 

Communications,  Computers,  Intelligence  (MAGTFC4I) 


Table  l'° 


Many  of  these  systems  have  proven  successful,  but  most  share 
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one  limiting  characteristic:  the  flow  of  data  moves  from  the 
collection  node  to  a  processing  node  and  is  displayed  to  a 
particular  staff  element  without  being  correlated  with  other 
relevant  data,  thereby  creating  an  information  stovepipe.  These 
systems  require  a  military  staff  process  to  merge  the  relevant 
data  into  an  overall  picture  for  the  commander.  Since  staffs  at 
each  echelon  see  the  data  differently,  this  variation  produces  a 
concomitant  effect  on  decision  making:  Different  conclusions  are 
reached  from  the  same  data."  This  process  also  takes  time  and 
personnel,  two  commodities  that  will  be  extremely  limited  on  the 
battlefield  of  the  future.  In  fact,  the  battlefield  of  2005  will 
place  a  premium  on  rapid  decision  making  over  a  vastly  extended 
battlefield.^^ 

The  Example  of  Desert  Storm 

Desert  Storm  offers  an  excellent  example  of  how  the  same 
data  at  different  echelons  can  lead  to  different  conclusions. 

One  of  U.S.  Central  Command' s (the  Theater  Commander)  major 
operational  objectives  was  to  destroy  the  elite  forces  of  the 
Iraqi  Army,  the  Republican  Guards,  who  were  engaged  in  the 
Kuwaiti  Theater  of  Operations.  As  the  ground  war  progressed  and 
the  U.S  VII  Corps  pushed  rapidly  into  Iraq  in  February  1990, 
communication  between  the  Corps;  Third  US  Army  its  higher 
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headquarters;  and  the  Theater  Land  Component  Commander,  U.S. 
Central  Command  (CENTCOM)  became  increasingly  difficult  due  to 
the  constraints  of  distance  and  bad  weather.  Nonetheless,  VII 
Corps  made  extraordinary  efforts  to  keep  its  higher  headquarters 
informed. 

Based  upon  the  rapid  crumbling  of  most  of  the  Iraqi 
defenses  in  Kuwait  proper,  CENTCOM  judged  that  the  Iraqis  were 
defeated  everywhere.  Meanwhile,  U.S.  VII  Corps  was  attacking  the 
Republican  Guards  in  a  series  of  hard-fought  brigade-size  battles 
against  a  defense  in  depth.  Consequently,  CENTCOM  was 
continually  dissatisfied  with  VII  Corps  progress.  With  most  of 
the  Coalition  Ground  Forces  in  the  final  pursuit  phase  by  27 
February  1991,  CENTCOM  assumed  VII  Corps  must  be  also,  which  led 
to  the  fateful  decision  to  end  the  war  before  the  Republican 
Guards  could  be  completely  destroyed.  Seven  years  later  we  still 
live  with  the  consequences  of  this  decision:  Saddam  Hussein 
remains  the  ruler  of  Iraq  due  mainly  to  the  support  of  the 
Repiiblican  Guards.*^ 

We  can  only  speculate  on  what  a  common  view  of  the 
battlefield  may  have  provided  those  involved  in  the  cease-fire 
decision.  If  CENTCOM  had  understood  the  defensive  efforts  of  the 
Republican  Guard,  how  would  the  estimate  of  the  time  needed  for 
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VII  Corps  to  achieve  the  Guards'  destruction  have  been  affected? 


What  would  have  been  CENTCOM's  recommendation  to  the  U.S. 
National  Command  Authority  concerning  the  cease-fire?  Would 
CENTCOM  have  taken  different  actions  at  the  Theater  level, 
utilizing  air  forces  to  bottle  up  and  destroy  the  Republican 
Guard  before  it  could  escape.  I  believe  the  answer  to  each  of 
these  questions  is  "yes".*'*  Achieving  dominant  battlefield 
awareness  will  go  far  toward  preventing  a  recurrence  of  such  a 
situation. 

The  Digital  Solution 

Digitization  offers  the  promise  of  fully  integrated  data 
bases  in  the  future.  Digital  information  is  data  reduced  to  its 
most  basic  format,  ones (Is)  and  zeros (Os),  which  then  can  be 
electronically  read.  Thus  at  its  base,  all  digital  data  is  the 
same.  This  makes  it  conceptually  possible  to  merge  this  data  in 
new  ways  to  achieve  synchronization.*^ 

A  digitization  effort  with  great  promise  in  this  regard  is 
the  C4I  for  the  Warrior  Program.  The  Joint  Staff  J-6  directs  C4I 
for  the  Warrior;  the  Defense  Information  Systems  Agency (DISA) 
serves  as  the  lead  agency.  By  2005  DISA's  goal  is  to  have  a 
joint  "network  of  networks"  capable  of  generating  and  delivering 
fused  information  to  the  tactical  level.  The  ultimate  objective 
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is  a  global  grid  of  systems  providing  a  worldwide  network  for 
transferring  information.  Artificial  intelligence  techniques 
will  support  data  fusion  and  integrated  multimedia  products. 
Using  this  system,  the  CINC,  Service,  and  support  agency  area 
networks  will  simultaneously  share  information  in  a  Defense 
Information  Infrastructure (DI I)  Common  Operating  Environment 
(COE)  Common  technical  standards  have  been  established  by 
DISA.  Since  1996  a  Joint  Technical  Architecture (JTA)  has  been 
mandated  for  all  new  C4I  systems.  The  JTA  focuses  on  commercial 
standards  and  on  common  technical  standards,  protocols,  and 
conventions,  rather  than  products.  It  establishes  the  technical 
interoperability  codes  for  joint  systems.'^  Another  major  DISA 
effort  is  its  Shared  Data  Environment  (SHADE)  Program  to 
integrate  existing  databases  and  establish  common  software. 

Likewise,  the  DoD  C4I  Integration  Support  Activity (C4ISA) 
has  established  DoD  guidelines  for  related  architectures  and 
system  development .  Unfortunately,  many  DoD  elements  have  not 
been  disciplined  to  utilize  these  common  standards  in  their 
contracts.  Moreover,  waivers  are  allowed  and  a  condition  of 
compliance  is  that  participating  Services/agencies  can  implement 
these  standards  in  accord  with  their  own  budgets.'* 
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Two  examples  of  differing  programs  underway  are  the  Army's 
Warfighter  Information  Network (WIN)  and  the  Navy's  Information 
Technology  for  the  21st  Century.  The  Navy  will  be  using 
Microsoft  Corporation's  Broadcast  PC,  configured  in  the  Windows 
98  operating  system,  employing  Windows  NT  Workstations  and  server 
technology. Conversely,  the  Army's  Warfighter  Information 
Network (WIN)  Program,  developed  to  support  Army  XXI,  relies  on 
military  standard  technology  for  its  solution.  Commercial 
solutions  are  used  only  as  a  supplement  to  military  specified 
solutions 

Standardization  in  the  storage,  transmission,  manipulation, 
dissemination,  and  networking  of  vast  amounts  of  electronic 
digital  information  is  the  key  to  achieving  battlespace 
awareness.^'  Only  through  the  adoption  of  such  standards  can 
large  amounts  of  diverse  data  be  successfully  merged.  Through 
the  budget,  discipline  must  be  enforced  to  ensure  that  all  DoD 
efforts  meet  one  set  of  standards. 

The  Technological  Challenge 

C4I  for  the  Warrior  offers  two  types  of  systems:  legacy 
systems,  existing  systems  that  will  continue  to  function  until  a 
designated  future  time;  and  migration  systems,  modern  systems 
that  will  be  deployed  to  absorb  multiple  legacy  systems. 
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Presently,  awareness  is  provided  by  the  Global  Command  and 
Control  System (GCCS) .  This  open,  client-served  network  consists 
of  existing  command  and  control,  logistics,  and  intelligence 
legacy  systems.  GCCS  makes  these  systems  available  to  the 
customer  on  a  single  terminal  station.  These  data  systems  are 
not  interactive,  though  interactivity  is  a  future  goal.  Once 
again,  however,  this  system  relies  on  the, human  element,  the 
ultimate  processor,  to  both  manage  the  data  flow  and  interpret 
the  data.“ 

Intense  DoD  experimentation  is  underway  to  achieve  greater 
battlespace  awareness.  Early  technological  leaders,  such  as 
direct -to -home  television  broadcast  technology  to  transmit 
digital  video,  audio,  and  data  to  inexpensive  receivers,  are 
beginning  to  emerge  and  garner  large  scale  investments  from  the 
Services  and  various  DoD  agencies. “  These  initial  efforts  depend 
mainly  upon  intelligence  sensors,  processors,  and  dissemination 

systems  for  source  info2rmation.  More  advanced  systems  also 

i 

I 

I  utilize  DoD  organizational  reporting  systems  to  provide  essential 

[  awareness  data  on  friendly  forces,  including  logistics  flow, 

activity,  and  readiness. 

At  the  foundation  of  any  awareness  data  base,  however,  must 
be  a  common  weather,  terrain,  and  electromagnetic  picture  of  a 
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particular  battlespace.  Precise  geo- location  data  is 
particularly  vital  for  targeting,  both  to  successfully  destroy  an 
enemy  and  to  prevent  fratricide.^'* 

Current  military  situation  assessment  systems  exploit  only  a 
fraction  of  available  multi-sensor  data;  they  are  unable  to 
continuously  update  the  battlespace  picture  so  that  it  can  be 
used  to  detect  tactically  significant  patterns  and  events.  DoD's 
Defense  Advanced  Research  Projects  Agency (DARPA)  is  working  to 
develop  this  capability.  Programs  are  underway  in  three  areas: 
sensors  and  communications  for  wide-area  surveillance  and 
dissemination  of  data;  exploitation  of  the  sensor  data;  and 
information  integration.^^ 

In  each  area,  DARPA  has  resourced  Advanced  Concept 
Technology  Demonstrations (ACTD)  to  produce  demonstration  systems. 
ACTDs  enable  DoD  to  seek  out  emerging  technologies  for  critical 
military  needs  and  incorporate  useful  technologies  into  fieldable 
prototypes.  Prototypes  are  then  evaluated  by  warfighters. 
Awareness  related  ACTDs  are  listed  in  Table  2,  analysis 
follows 
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Awareness-Related  Advanced  Concept  Technology  Demonstrations 


Name 

High  Altitude  Endurance  Unmanned 
Aerial  Vehicles (HAE  UAV) 

Rapid  Terrain  Visualization (RTV) 

Semi -Automated  Imagery  Processing (SAIP) 
Precision  Signals  Intelligence 
Targeting  Systems (PSTS) 

Integrated  Collection  Management (I CM) 
Combat  Identification (CID) 

Dynamic  Database (DD) 

Battlefield  Awareness  and  Data 
Dissemination (BADD) 


Operational  Sponsor 
DARO/Air  Force 

ACOM/Army 

ACOM/Army 

PACOM/Navy 

ACOM/DIA 

ACOM/Army/Marines 

ACOM 

ACOM/  EUCOM/Navy /Army 


Table  2 


The  Tier  II -plus  High  Altitude  Endurance  Unmanned  Aerial 
Vehicles (HAE  UAV)  are  Global  Hawk  and  Dark  Star.  These  systems 
will  provide  broad-area,  all  weather,  day-night  identification  of 
both  fixed  and  mobile  targets  on  land,  at  sea,  and  in  the  air. 
Precise  coordinates  are  developed  by  means  of  on-board  Global 
Positioning  Systems (GPS) .  On-board  communication  relays  provide 
200-mile  radius  line-of -sight  communication  from  the  45-65,000 
foot  altitude  ranges  of  these  UAVs. 
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Future  sensor  packages  include  hyper- spectral  and  ultra- 


spectral  sensors  that  can  examine  hundreds  to  thousands  of  slices 
of  the  electromagnetic  spectrum  to  provide  extremely  accurate 
identifications.^^  Early  experiments  with  these  sensors  have 
proven  them  highly  successful  at  identifying  man-made  objects 
against  a  natural  background.^®  For  example,  different  patterns 
of  camouflage  uniforms  laid  out  on  the  ground  have  been 
identified  by  a  high-altitude  aircraft -mounted  hyper- spectral 
sensor 

The  impact  of  these  new  capabilities  has  been  detailed  by 
USAF  Colonel  Roy  Edwards,  Program  Manager  for  the  Airborne 
Communications  Node  at  DARPA.  In  Bosnia,  a  suite  of  three 
Global  Hawk  UAVs  (in  around  the  clock  operation)  could  replace  15 
communications  relay  sites,  each  manned  by  50  soldiers  and 
guarded  by  another  54  soldiers.  The  Global  Hawk/Dark  Star  will 
become  "virtual  satellites"  for  the  warfighter  on  the  ground. 

The  vital  geographic  portion  of  any  awareness  databases  will 
be  provided  through  technologies  developed  in  the  Rapid  Terrain  • 
Visualization  ACTD.  Imagery  is  draped  over  terrain  elevation 
data  to  project  a  3-D  view  of  the  battlespace.  The  better  the 
terrain  data,  the  better  the  product.  This  ACTD  includes 
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procedures  to  collect  and  process  terrain  elevation  and  imagery- 
data  and  to  rapidly  extract  terrain  features  from  imagery. 

We  also  need  the  ability  to  distinguish  a  broad  range  of 
targets  from  nontargets  at  all  levels  of  war  and  to  identify 
critical  targets  from  target  clusters,  along  with  continuous 
battlespace  targeting.  This  is  perhaps  the  hardest  challenge;  we 
may  need  a  new  level  of  technology  to  meet  this  challenge.  Two 
DARPA  Programs  address  this  need:  the  Semi -Automated  Imagery 
Processing (SAIP)  ACTD  and  the  Precision  Signals  Intelligence 
(SIGINT)  Targeting  System (PSITS)  ACTD.  SAIP  exploits  national 
and  theater  imagery  intelligence.  Artificial  intelligence 
methods  are  used  to  recognize  vehicle  formations  on  imagery  and 
pass  the  result  to  an  imagery  analyst  for  confirmation.^^  PSITS 
routes  tactical  and  strategic  SIGINT  to  a  central  processing 
facility  where  the  data  is  fused  to  produce  a  precise  geolocation 
of  a  threat  emitter.^^ 

The  Integrated  Collection  Management (I CM)  ACTD  is  designed 
to  gather  and  dynamically  focus  diverse  national,  theater,  and 
tactical  sensors  as  a  Joint  Task  Force  surveillance  system-  of- 
systems,  which  seeks  to  provide  comprehensive  collection 
situational  awareness  of  the  theater  intelligence  collection 
effort.  The  goal  is  to  enable  dynamic  sensor  tasking  in  support 
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Real-time  linking  of 


of  tactical  time-critical  targeting.^'' 
targeting  information  to  warfighters  will  be  vital.  The  loop 
from  decision  to  action  is  expected  to  be  compressed  into 
seconds. The  Dynamic  Database  Program (DDP)  goal  is  to  produce  a 
continuously  updated,  integrated,  multi -echelon  picture  of  a 
dynamic  battlespace.  It  converts  an  immense  quantity  of  multi - 
sensor  data  into  significant  situational  information.^* 

The  Joint  Combat  Identification (CID)  ACTD  aims  to  provide 
real-time,  accurate  knowledge  of  one's  own  location,  the  location 
of  other  friendly  forces,  the  location  of  enemy  forces,  and  the 
location  of  neutrals.  The  goal  is  to  provide  immediate,  positive 
identification  of  forces  as  hostile,  friendly,  or  unknown  at  the 
point  of  engagement.  This  effort  is  directed  at  incorporating  a 
combat  identification  capability  into  a  battlespace  awareness 
database 

One  DARPA  ACTD  that  is  moving  to  full  fielding  is  the 
Battlefield  Awareness  and  Data  Dissemination (BADD) Program.  It 
provides  the  dissemination  of  large  databases  utilizing  the  Joint 
Broadcast  Service (JBS) ,  an  interim  stage  in  the  deployment  of 
DoD's  Global  Broadcast  Service (GBS) .  The  BADD  ACTD  seeks  to 
expand  bandwidth  by  1000  times  for  multimedia  information 
delivery  to  lower,  mobile  echelons.  It  will  establish 
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information  dissemination  seirver(s)  which  access  multiple  data 
sources- -including  national  and  theater  intelligence,  operational 
and  logistics  databases.  It  provides  a  graphic  depiction  of  the 
current  situation  which  is  consistent  between  echelons  and  thus 
allows  the  user  to  tailor  his  view  of  the  battlespace  by  drilling 
down  through  the  supporting  information  infrastructure  to  find 
the  precise  information  he  needs.  For  example,  if  the  user  is 
looking  at  the  image  of  a  bridge,  the  data  base  could  be 
interrogated  to  yield  information  on  the  length,  width,  height, 
and  condition  of  the  bridge.  It  also  provides  a  warfighter 
workstation,  a  so-called  Warfighter's  Associate,  to  allow  the 
user  to  receive,  request store,  manipulate,  and  view  integrated 
information  distributed  by  the  JBS/GBS.  A  tactical  internet 
circuit  back  to  the  broadcast  center  enables  the  user  to  request 
specific  products.  Input  centers  can  be  established  at  any 
echelon. 
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Figure  1 :  BADD  Vision^ 


BADD  has  been  tested  in  two  forums .  In  Bosnia  an  interim 
capability  was  set  up  in  1995.  The  Bosnia  Command  and  Control 
Augmentation  Initiative (BC2A)  provides  broadcast  service  for  the 
U.S.  European  Command  to  provide  cable  news  network, 
intelligence,  and  operational  data  to  U.S.  forces  in  Bosnia. 

Most  recently,  during  the  Army's  Task  Force  XXI  and  Division  XXI 
Advanced  Warfighting  Experiments,  Warfighter's  Associate 
Workstations  were  placed  down  to  the  Brigade  level.  Overall, 
BADD  worked  well.^’ 
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Beyond  DoD,  a  U.S.  national  information  environment  (NIE)  is 
beginning  to  electronically  link  organizations  and  individuals 
around  the  country.  It  merges  civilian  and  military  information 
networks  and  technologies.  Within  it,  the  DoD  Defense 
Information  Infrastructure (DI I)  Common  Operating  Environment (COE) 
is  taking  shape. Both  the  civilian  and  military  participants 
want  the  same  thing:  an  environment  that  must  be  accessible 
anywhere,  with  full  color,  full  motion,  and  interactive 
multimedia  products.  It  should  include  data,  text,  audio  & 
video,  thereby  providing  a  simulated  world  through  virtual 
reality."”  This  capability  sets  the  stage  for  mission 
partnerships  with  industry  to  satisfy  a  common  need. 

Communication  bandwidth  has  been  a  major  limiting  factor, 
but  it  will  soon  be  greatly  expanded  with  the  implementation  of 
advanced  fiber  optic,  optical,  and  digital  wireless 
communications."*^  The  Teledesic  suite  of  288  communication 
satellites  in  low  earth  orbit  portends  a  new  era.  Teledesic  will 
cover  95%  of  the  earth's  surface  with  a  capacity  of  20,000  fiber¬ 
optic  like,  high  bandwidth  links.  Company  co-founder  Bill  Gates 
promises  bandwidth  on  demand. 

Another  harbinger  is  the  Iridium  wireless  network  that  will 
orbit  66  satellites  close  to  the  earth.  It  will  offer  hand-held 
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voice,  paging,  and  fax  services  to  any  point  on  the  planet.  DISA 
has  purchased  a  high-capacity  connection  to  Iridium  for  $15 
million  and  will  purchase  about  2,000  hand  sets  to  test  its 
capabilities.  If  successful  they  plan  to  increase  usage  to  about 
120,000  hand  sets.  Another  system  being  examined  is  the 
Globalstar  Telecommunications  56-satellite  system,  scheduled  to 
begin  commercial  operations  in  1999."^ 

Ultimately,  critical  civilian  technologies  will  emerge  that 
can  be  exploited  for  military  uses.  U.S  coirporat ions  are 
spending  $1.5  trillion  annually  on  information  technologies. 
Meanwhile,  the  entire  DoD  Research  &  Development  Budget  totals 
$60  billion.'*^  Companies  such  as  Microsoft,  Motorola,  AT&T, 

Sprint,  Digital  Equipment  Corporation,  LUCENT  Technologies,  NEC 
Corporation,  Sun,  and  others  will  provide  the  solutions.  DoD 
must  provide  the  doctrine  and  requirements,  trained  leaders  and 
personnel,  and  organizational  structure  to  take  advantage  of 
these  emerging  commercial  efforts.'*® 

Achieving  a  Near  Term  Capability 

In  its  doctrine,  organization,  and  training,  DoD  should  be 
positioning  now  for  2010.  Under  the  umbrella  of  DARPA's  related 
ACTDs,  numerous  demonstration  programs  are  underway. 
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The  National  Imagery  and  Mapping  Agency (NIMA)  touts  its 
Geospatial  Framework  effort  as  capable  of  providing  compatible 
data  anywhere  on  earth,  to  include  maps,  weather  data,  and 
imagery  of  troop  dispositions.  NIMA's  projects  a  $10  billion 
budget  for  this  program  over  ten  years.'”  The  National 
Reconnaissance  Office (NRO)  has  promised  a  new  global  system  to 
deliver  tailored  information  on  demand  wherever  the  customer  is 
located. The  Defense  Intelligence  Agency (DIA)  offers  its  Joint 
Intelligence  Virtual  Architecture  (JIVA)  as  the  answer.'*®  The 
National  Security  Agency (NSA)  claims  its  Binocular  data  base  can 
provide  a  common  forum  for  awareness.®® 

Meanwhile,  the  Global  Broadcast  Seirvice  (GBS)  is  moving  to 
full  fielding  under  a  Joint  Program  Office (JPO).  As  part  of  the 
JPO,  a  Joint  Information  Management  Center (JIMC)  has  been  set  up 
to  take  information  for  broadcast,  properly  package  it,  and  then 
transmit  the  data.  Moreover,  each  of  the  Services  has  subsidiary 
ACTD  Programs  underway  at  their  Service  Battlelabs .  Numerous 
contractors  have  moved  quickly  to  one  camp  or  another, 
establishing  their  proprietary  interests.®’ 

The  philosophy  that  underlines  these  diverse  efforts  is 
good:  We  are  in  the  experimental  stage,  let  a  thousand  flowers 

bloom!  But  DoD  cannot  afford  the  expense  of  such  redundancy  in 
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these  lean  times.  The  end  state  of  present  awareness  efforts  may 
well  produce  the  same  stovepiped  systems  we  now  have  in  the 
intelligence  collection  community. 

Current  non- interactive  intelligence  data  bases  require 
their  own  administration,  processing,  and  dissemination 
structures Also,  if  the  intelligence  agencies  host  the 
awareness  databases,  potential  for  awareness  that  includes  the 
friendly  picture  is  unlikely.  Operations  personnel  will  be  leery 
of  supporting  an  intelligence-driven  solution.*^ 

Before  we  end  up  with  several  awareness  stovepipes,  it  is 
time  for  DoD  to  establish  unity  of  effort.  The  recent  formation 
of  Joint  Program  Offices (JPO)  offers  a  method  for  bringing  DBA  to 
the  warfighter,  while  maximizing  utilization  of  resources. 
Responding  to  DoD's  Acquisition  Reform,  DoD  formed  JPOs  to  manage 
projects  in  which  more  than  one  Service  had  an  interest.  The  JPO 
is  jointly  manned.  It  assumes  the  mission  of  overseeing  the 
development,  acquisition,  and  support  for  a  project.  The 
Services  manage  a  system's  life-cycle  once  deployed.  Funds  for 
the  JPO  are  to  be  provided  by  the  Services.  However,  Congress 
usually  must  mandate  the  dollar  amounts  that  the  Services  must 
provide.*'* 
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The  time  has  come  to  establish  a  Joint  Project  Office  for 
Dominant  Battlefield  Awareness/Knowledge ( JPO-DBA/DBK)  with  the 
mission  of  fielding  an  interim  awareness  database  by  2005.  Its 
charter  should  authorize  JPO-DBA/DBK  to  establish  a  facility 
where  commercial  industry  in  partnership  with  DoD  can 
demonstrate  its  wares  in  a  nonproprietery  environment.^*  The  JPO 


Figure  2 :  Building  an  Integrated  View  of  Battlespace** 

should  be  staffed  and  resourced  to  establish  an  Awareness  Data 
Warehouse*^  that  can  draw  upon  and  merge  data  from  all  current 
Combat  Support  Agency  and  Service  databases.  It  should  integrate 
this  data  so  it  can  be  visually  displayed  on  a  current 
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terrain/ imagery/weather  picture  on  the  BADD  Warfighter  Associate 
workstation  that  is  being  fielded.  This  JPO's  initial  efforts 
should  focus  on  establishing  a  common  set  of  requirements  and  a 
common  doctrine  for  DBA.  Requirements  must  conform  to  JTA 
standards .  Doctrinally,  the  JPO  should  work  with  the  Joint  Staff 
to  publish  a  Joint  Publication  in  the  3.0  series (Operations)  that 
identifies  fundamental  principles  to  guide  the  development  of 
awareness . 

First,  it  should  establish  a  common  definition  of 
battlespace .  Joint  Publication  2.01  currently  defines  the 
concept,  but  this  is  an  intelligence  publication  only.  The  Air 
Force  sees  battlespace  as  limitless,  the  Army  views  it  as  the 
commander's  area  of  interest,  the  Navy  sees  it  as  the  area  of 
influence  and  the  area  of  interest,  while  the  Marines  term  it  the 
area  of  operations.  All  agree  it  encompasses  air,  space,  land, 
and  sea.  But  the  Navy  and  Marines  also  define  a  "sub-surface" 
component,  and  the  Navy  adds  an  electromagnetic  component.^® 

Joint  Pub  2-01  adds  cyperspace  and  aspects  of  human  psychology, 
but  it  offers  the  disclaimer  that  the  definition  is  applicable 
only  in  the  context  of  this  one  joint  publication!  Clearly,  we 
need  a  shared  common  definition  of  battlespace. 
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Awareness  also  requires  new  modes  of  thinking.  Leaders  and 


users  must  trust  the  data  presented  before  they  will  use  it  for 
decision-making.  Building  confidence  requires  a  training  effort, 
the  pur-view  of  the  Services.  The  JPO  should  facilitate  this  by 
developing  training  opportunities  with  industry,  preparing 
training  packages  with  hardware  and  software  support  for  Service 
schools,  and  establishing  branch  offices  at  the  main  Service 
training  centers  to  both  train  warfighters  in  the  use  of 
awareness  technologies  and  to  benefit  from  warfighter  feedback. 
Full  advantage  should  be  taken  of  the  Joint  Exercise  Program  to 
demonstrate  emerging  awareness  capabilities.  Warfighters  will 
have  to  feel  comfortable  with  what  they  are  "virtually  seeing" 
before  they  believe  the  data. 

Along  with  training  packages,  initial  production  efforts 
should  focus  on  major  regional  contingencies,  underway 
operations,  and  development  programs.  Continuation  of  Awareness 
ACTDs  should  provide  the  impetus  for  these  kind  of  products. 

Once  again  warfighter  feedback  will  be  critical. 

Awareness  can  share  the  success  of  JBS/GBS  and  move  to  a 
fielded  capability  within  two  to  three  years.  Staffing  and  funds 
for  this  JPO  should  be  carved  out  of  the  intelligence  agencies, 
particularly  out  of  their  collection  stovepipes  that  will  no 
longer  be  needed  to  disseminate  data  separately.  Since  the 
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Intelligence  Community  is  correctly  perceived  to  have  only 
sustained  a  25  percent  cut  under  the  DoD  drawdown,  in  contrast  to 
almost  40  percent  for  the  rest  of  DoD,  this  concept  should  garner 
political  support.^®  Moreover,  the  House  Permanent  Select 
Committee  on  Intelligence  has  already  recommended  establishing  an 
Intelligence  Acquisition  Agency  to  perform  intelligence  research 
and  development  functions.  Thus  legislative  support  should  be 
forthcoming . ^ 

The  2010  Solution 

By  2005,  the  DBA  database  could  be  the  largest  and  most 
expensive  in  the  world.  Just  imagine  what  it  will  take  to 
maintain  a  current  database  of  merely  the  digitized  terrain  of 
the  entire  world.  Though  the  primary  mission  of  foreign  data 
collection  will  remain  with  the  intelligence  agencies,  operations 
centers  throughout  DoD  will  emerge  as  vital  sources  of  data  for 
awareness. 

The  2010  solution  I  recommend  is  an  expansion  of  a  proposal 
by  the  House  National  Security  Committee  in  its  far  reaching 
study  of  the  U.S.  Intelligence  Community,  the  1995  Intelligence 
Community  21 (21st  Century)  Study.  Buried  in  the  recommendation 
section  is  the  proposal  to  merge  NIMA,  NSA,  NRO,  and  the  Central 
Measurement  and  Signature  Intelligence  (MASINT)  Office (CMO,  part 
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of  DIA)  into  a  Technical  Services  Agency.  This  proposal  aims  at 
breaking  the  collection  stovepipes  and  at  initiating  an  effort  to 
utilize  common  technical  standards  in  order  to  .deliver  processed 
information  to  the  warfighter.®’  The  analytical  elements  of  these 
organizations  would  be  placed  in  DIA  or  Central  Intelligence 
Agency (CIA) ,  as  appropriate. 

This  initiative  will  free  up  thousands  of  personnel  billets 
and  billions  of  dollars  to  focus  on  the  Information  Dominance 
mission  of  JV  2010.“  Reliable  estimates  indicate  that  about  90% 
of  the  estimated  $28  billion  U.S.  National  Intelligence  Budget  is 
devoted  to  technical  collection.®  The  Joint  Project  Office 
Awareness/Knowledge  will  be  at  the  heart  of  this  effort,  merging 
its  initial  efforts  and  data  warehouse  into  the  new  Defense 
Technical  Services  Agency. 

Towards  Dominant  Battlespace  Knowledge 

The  ultimate  goal  is  to  move  from  Dominant  Battlespace 
Awareness  to  Dominant  Battlespace  Knowledge (DBK) ,  that  is  to 
advance  beyond  simply  knowing  where  friendly  and  enemy  forces  are 
to  knowing  what  they  are  doing  and  accurately  predicting  what 
will  they  do.  Such  a  system  of  systems  will  require  a  totally 
interactive  artificial  intelligence  technology  that  is  just 
beginning  to  emerge. 
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One  area  of  concentration  for  future  experiments  should  be 


the  use  of  intelligent  agents.  Different  types  of  softbots 
(software  robots)  could  be  used  to  monitor  and  protect  the  data 
flow  and  to  corral  and  marshal  data  at  the  appropriate 
dissemination  center  for  movement  to  the  warfighter.  At  the  user 
end,  softbots  would  be  vital  for  monitoring  the  data  flow  to 
alert  the  user  to  key  information.  These  softbots  can  also 
monitor  underway  operations  to  alert  the  warfighter  to  those  that 
go  off  plan  and  to  move  targeting  data  to  weapons  platforms. 
Equipping  these  softbots  with  expert  systems  to  make  routine 
decisions  for  the  warfighter,  genetic  algorithms  to  learn  the 
user's  preferences,  and  natural  language  for  communication  would 
greatly  facilitate  the  knowledge  effort.®^ 

The  rise  of  threats  to  the  American  homeland  will  present 
unique  challenges.®®  Achieving  DBK  for  the  defense  of  America 
portends  a  possible  loss  of  privacy  for  many  parts  of  our 
society.  Present  laws  and  regulations  preclude  the  U.S. 
Intelligence  Community  from  maintaining  information  files  on  U.S. 
citizens  or  corporations  except  under  special  circumstances,  and 
even  then  for  only  limited  time  periods.  It  is  doubtful  the 
American  citizenry  will  accept  such  a  "military  big  brother" 
watching  over  them.  Future  planning  for  consequence  management 
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may  require  the  establishment  of  an  independent  civilian  agency, 
similar  to  the  National  Aerospace  and  Space  Administration,  to 
administer  the  U.S.  portion  of  the  database. 

CONCLUSION 

Many  DoD  programs  remain  at  the  experimental  stage  in  the 
search  for  Dominant  Battlespace  Awareness.  To  meet  the 
requirements  of  the  U.S.  National  Military  Strategy  and  Joint 
Vision  2010,  the  time  has  come  to  appoint  an  executive  agent  to 
focus  and  unify  this  effort.  A  Joint  Project  Office 
Awareness /Knowledge  offers  an  appropriate  solution.  Such  an 
effort  is  needed  to  break  the  paradigm  of  stovepiped  data 
management  within  the  Services  and  Combat  Support  Agencies.  DARPA 
is  providing  the  seed  money  and  has  viable  programs  underway  to 
stimulate  industry.  Commercial  mission  partners  will  ultimately 
provide  the  sensors,  processors,  storage  devices,  and 
communications  links  needed  to  achieve  awareness.  By  2010  we 
must  have  established  a  DoD  central  data  warehouse  to  provide  the 
warfighter  with  an  awareness  product-  This  will  require  some 
reorganization.  A  Defense  Technical  Services  Agency  carved  out 
of  the  intelligence  combat  support  agencies  offers  a  viable 
solution.  One  key  future  issue  will  be  protection  of  information 
concerning  American  citizens.  Ultimately,  an  awareness  database 
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that  includes  U.S.  data  should  probably  remain  in  civilian  hands. 


Today  DoD  should  focus  on  establishing  the  requirements  and 
doctrine,  on  training  leaders  and  personnel,  and  on  developing 
the  organizational  structure  to  facilitate  the  successful 
achievement  of  dominant  battlefield  awareness  by  2010. 

WORD  COUNT:  5,952 
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APPENDIX 


ACOM 

ACTD 

BADD 

C4I 

C4ISA 

CID 

COE 

CSA 

DARO 

DARPA 

DBA 

DBK 

DD 

DIA 

DISA 

DoD 

EUCOM 

GBS 


ACRONYMS 

U. S . . Atlantic  Command 

Advanced  Concept  Technology  Demonstration 
Battlefield  Awareness  and  Data  Dissemination 
Command,  Control,  Communication,  Computers  & 
Intelligence 

DoD  C4I  Integration  Support  Activity 
Combat  Identification 
Common  Operating  Environment 
Combat  Support  Agency 

Defense  Airborne  Reconnaissance  Office 

Defense  Advanced  Research  Projects  Agency 

Dominant  Battlespace  Awareness 

Dominant  Battlespace  Knowledge 

Dynamic  Database 

Defense  Intelligence  Agency 

Defense  Information  Systems  Agency 

Department  of  Defense 

U.S.  European  Command 

Global  Broadcast  Service 
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GPS 

HAEUAV 

I  CM 

IMINT 

JBS 

JIVA 

JPO 

JV  2010 

MASINT 

PACOM 

PSTS 

RTV 

SAIP 

SIGINT 

UAV 


Global  Positioning  System 

High  Altitude  Endurance  Unmanned  Aerial 

Vehicles 

Integrated  Collection  Management 

Imagery  Intelligence 

Joint  Broadcast  Service 

Joint  Intelligence  Virtual  Architecture 

Joint  Project  Office 

Joint  Vision  2010 

Measurement  &  Signatures  Intelligence 

U.S.  Pacific  Command 

Precision  SIGINT  Targeting  System 

Rapid  Terrain  Visualization 

Semi -Automated  Imagery  Processing 

Signals  Intelligence 

Unattended  Aerial  Vehicle 
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